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Definitions / Background

■ Data analytics

■ Learning Analytics (LA)

■ LA ethics



Ορισμός προβλήματος / Θεωρητικό υπόβαθρο 



Research Questions (What & Why)

■ What is essential in LA ethics for key educational stakeholders? 

■ What are the methods for covering LA ethics?

■ What should a proposed checklist for LA ethics include for 
educational stakeholders? 



Research method

■ Review

Databases

■ IEEE Xplore Digital Library, Elsevier Digital Library through Scopus

search engine, ScienceDirect, Wiley InterScience, Oxford University Press

Digital Library, ACM digital library, and Springer.



Results

■ Evidence-based works

1. Gursoy, Inan, Nergiz, & Saygin (2017): They conclude that increasing the level of 

privacy creates reduced accuracy in the LA outcomes

2. Ifenthaler, & Schumacher (2016): students are conservative in sharing personal 

data and that learners would share more data if the LA task transparently provided 

meaningful information.

3. West, Huijser, & Heath (2016): the lack of understanding and awareness of 

ethical LA issues from the key players.



A preliminary educational technology ethics framework (Spector, 2016)



Results – RQ 1 The ethical concerns with 
learning analytics

■ Data privacy

■ The boundaries and meaning of what is private differ among 

cultures.

■ Trust



Results

■ Differences between countries / philosophies

■ GDPR

■ Policies: DMCA, FERPA, HIPPA, FOIA

■ Privacy frameworks: OECD, APEC, and EU privacy frameworks.
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Results - Transparency

■ well-informed choice of opting in, opting out

■ InBloom case

■ Stichting Snappet case





Results - Labeling

■ Labeling, profiling, surveillance



Results – Data ownership

■ Ownership refers to data collected, the analytics used, and 

the output of the analytics.

■ Who owns the data?

■ Right to be forgotten



Results – Algorithmic fairness

■ Misinterpretation

■ Biases

■ Algocracy



Results – The obligation to act

■ Obligation of knowing

http://bit.ly/2GyY7as

http://bit.ly/2GyY7as


To what degree would you consider the following elements to be barriers to the success of 
learning analytics at your institution? (Sheila project, 2018)

Moderately-size 
to critical barrier % (n=45) 

Analytics expertise 34 0.76 

A data-driven culture at the institution 30 0.67 

Teaching staff/tutor buy-in 29 0.64 

The affordances of current LA technology 29 0.64 

Current infrastructure for data storage 

and management 27 0.60 

Legal framework 27 0.60 

Privacy protection 26 0.59 

The capabilities of staff and students to understand

LA results 26 0.58 

Investment in research related to LA 26 0.58 

Ethics guidelines 26 0.58 

Institutional strategy 25 0.57 

Student buy-in 25 0.56 

Senior manager buy-in 24 0.53 



Concept and relations mapping of key ethical issues



Venn diagram: The ethical issues overlap each other in the literature



Research/open-ended questions extracted from the literature.
Paper Questions / Key perspective

Avella et al. (2016) What are the challenges of using LA in education?

Pardos et al. (2016) Transparency: what data is being collected, how is it being represented?

Greller & Drachsler 

(2012) 

Privacy: is the analysis in accordance with privacy arrangements, are the students properly informed?

Pardo & Siemens (2014) How are privacy and ethics addressed in other contexts? Who owns the data: the institutions, the students, the companies using them?

Scholes (2016) Should a decision-maker sort students on the basis of group-risk statistics?

Slade & Prinsloo (2013) Are there some labels which should be prohibited? Are there circumstances in which other principles override the need for informed consent? Is it

ethical to ignore the predictive value of research evidence?

West et al. (2016) What ethical principles should guide the use of LA?

Willis et al. (2016) If LA is regarded as research, then what is the response to informed consent?

Siemens & Long (2011) Ιf we confine analytics to behavioral data, how can we account for more than behavioral data?

Sclater (2016) In which situations should students be asked for consent to the collection of their data for analytics?

Beattie et al. (2008) Τhere are questions in the analytics about who owns individual learners' data?

Rubel & Jones (2016) What does it mean to have privacy?

Siemens (2013) Who has access to analytics? Should a student be able to see what an institution sees? How long does a university keep those data?

Hoel et al. (2017) How will the school make sure that information is used for learning and not for other purposes?

Arnold & Sclater (2017) Would you be happy for data on your learning activities to be used if it kept you from dropping out?

Prinsloo & Slade (2017) How do we then respond to the moral and legal necessity to act, when responding in appropriate and effective ways becomes impossible?

Drachsler & Greller 

(2016)

If there is a computational model developed from a collection of data traces in a system, can a student still opt-out of such a data model?



Stakeholders’ ethical issues and responsibility.
Stakeholder Issues & Outcomes (what must we do)

Learners Performance-related stress for learners. Students’ psychological and physical well-being (Reidenberg & Schaub, 2018); Profiling based on ML (Peña-Ayala, 2018);

Focusing on consent means bringing the learner into the center of the discussion (Hoel & Chen, 2018); Spoon-feeding learning approach and risks of demotivation (Tsai et

al., 2018); Learners being looked under a microscope. The choice of opt-out or not opt-in could affect those who choose to opt in regarding the quality of data and services

provided. Rights of students to remain individuals. Learning analytics may be harmful if the predictive category is wrong. Discrimination such as bias, labeling, and

profiling (Papa & Armfield, 2018); The kind of information being collected about students and anonymization of educational data. Students ask to be in a safe

environment where they can make mistakes (Drachsler et al., 2015).

Teaching

staff

Teachers accept classification systems as fact even though this process is subject to data entry errors, and data cleaning. Quality of data capabilities of staff to understand

LA results and ethics (Papa & Armfield, 2018); Pedagogical expertise needs to be involved in making sense of data and supporting learners to take a meaningful action

based on the data (Tsai et al., 2018). Confidentiality and design of interventions.

Institutional actors 

(designers, 

administrators)

There is a shortage of leadership to ensure that implementation of LA is strategically planned and a limited availability of policies for LA-specific practice. Establish a

data-driven culture at the institution (Tsai et al., 2018); The institution does not give student an opportunity to correct data used in predictive model. Use informed

consent to obtain permission for data. Make predictions without understanding the model. (Papa & Armfield, 2018). Who has access to the student data and who has

accountability for the overall LA procedure?

Vendors (external 

stakeholder)

Third-party learning environments that track student behaviors present intellectual freedom issues. Digital content vendors collect and use data for a variety of reasons,

including digital rights management, and consumer analytics (Jones & Salo, 2018); Vendors rely on data sharing rather than confidentiality (Reidenberg & Schaub,

2018); Lack of effective technological solutions to ensure opt-in/-out options without affecting the quality of data (Tsai et al., 2018). Libraries and vendors must work to

ensure that the contracts governing the use of digital information reflect library ethics, policies, and legal obligations. We recommend that librarians work closely with

policymakers to design policies in ways that consider their professional ethics (Intellectual freedom, privacy, and confidentiality of library data and analytics) (Jones &

Salo, 2018). Who has ownership of the learner data?



Stakeholders’ ethical issues and responsibility (Australian case study – n=181)



(West et al., 2016)







Word list sorted by weight/frequency in parentheses.

Stakeholder Issue Other

Learners (127) Privacy (100) Policy (33)

HE Institutions (88) Obligation to act (11) Legal (11)

Teachers (21) Profiling (10) IoT (10)

Researchers (7) Transparency (8) Moral (5)

Administrators (7) Data ownership (8) GDPR (5)

Librarians (2) Surveillance (7)

Parents (2)



Discussion
■ PANDORA checklist (RQ3)

Privacy: For institutions - Refers to security, data management, lawfulness, data minimisation, 

and control.

For learners - consent, opt-out without adverse consequences, purposeful LA.

For all stakeholders - trust and appropriate data sharing.

Autonomy: For learners and teachers - Refers to intellectual freedom, individuality, no labelling 

and no paternalism/surveillance.

Not probabilistic algorithms: For institutions - Quality of data and models, no interventionism, 

learner-oriented. Student’s performance has a temporal and dynamic character. 

For teachers - there is a possibility of error, so misdirected interventions should be considered.

For learners - learning analytics should not be the only source for decision-making and learning 

is not a snapshot.

Duty to act: For learners - obligation of knowing and doing the best.

For teachers - provide accurately, and timely interventions; encourage self-interventions for 

learners.

Openness & transparency: For learners - well-informed, voluntary, and complete consent; the 

right to withdraw; involve students.

For institutions - purpose limitation; student data must not be sold; awareness of data use and 

algorithms; flexibility and not complexity. 

Resolve the data ownership: For learners - refers to respect and the right to be forgotten.

For institutions - responsibility, and control of data and processes. 

All stakeholders



Antagonistic Viewpoints

Issue Description

Stakeholders

1.1 Instructors Ethical responsibilities vs. interventionism

1.2 Learners Need support vs. skepticism

1.3 Institutions (Academic Analytics) Learning analytics vs. Student perspective

1.4 Decision-makers & data-controllers Data-driven algorithms: deterministic vs probabilistic

1.5 Governance Different laws vs. good communication

Benefits - Drawbacks

2.1 Support vs. bias, privacy Positive vs. ineffective interventions & minimalism vs quality

2.2 Intellectual freedom vs. surveillance Autonomy vs. paternalism

2.3 Learning’s innovation vs.Analytics’ evaluation of what exists in data Educational viewpoint vs. data mining perspective

Rights vs. Obligations

3.1 Right to Be forgotten, know, restrict processing, opt-out

3.2 Obligation to Act, do the best

Technology vs. Regulations Dynamic vs. static

Ethics vs. Law Moral conventions vs. Legal Norms

Student-oriented vs. intervention oriented Active agents vs. Passive recipients
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